http://192.168.56.102:3000/

ar 192.168.56.102:3000

login: | user2 {( Submit Query )
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http://192.168...3000/loggedin
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you are logged in as user2
change totp
logout

M L3 Inspector | ® | [# style Editor | @ Profiler | = Network | N ™
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»

POST http://192.168.56.102:3008/logi [HTTP/1.1 382 Moved Temporarily 165ms]
GET https://a.totp.me:8443/0tps [HTTP/1.1 302 Moved Temporarily 38ms]
GET http://192.168.56.102:30808/0tp response [HTTP/1.1 382 Moved Temporarily 157ms]
GET http://192.168.56.102:30808/loggedin [HTTP/1.1 384 Not Modified 1ms]
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TOTP authentication is: inactive
activate

backup codes

exit TOTP configuration
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(Q Filter output

GET http://192.168.56.102:3808/changetotp
GET https://a.totp.me:8443/0tps
* ReferenceError: Prototype is not defined
* ReferenceError: Ajax is not defined
* ReferenceError: Position is not defined

»

[HTTP/1.1 382 Moved Temporarily 169ms]
[HTTP/1.1 260 0K 523ms]

scriptaculo.. :276

weblocks.js:57

dialog.js:2
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This is your TOTP master secret for two factor authentication. Feed it into
your TOTP device. You can turn your phone into a TOTP device by
downloading Google Authenticator onto it.

scannable QR code

or base32 encoded for manual entry (“time-based") v

j76kw3k3louhge342d57h2pdxvw2tbmy

Confirm by entering the device generated six digit code:

Submit Query

skip

backup codes

exit TOTP configuration A
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x 0 ©0 %$x m L1 Inspector (i) Debugger [# style Editor @ Pprofiler = Network mN =
® Net ® CsS ® JS ® Security © Logging Clear Filter output

GET https://a.totp.me:8443/0tps

GET https://a.totp.me:8443/0tps

GET https://a.totp.me:8443/qr/1c2745a5057f@0849584f555dfbfcB8338d72e345d. pn
* ReferenceError: Prototype is not defined

* ReferenceError: Ajax is not defined

* ReferenceError: Position is not defined

»

[HTTP/1.1 302 Moved Temporarily 5@9ms]
HTTP/1.1 288 OK 112ms]

HTTP/1.1 208 OK 32ms]

scriptaculo.. :276

weblocks.js:57

dialog.js:2
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Backup Codes

Write these down. Use them once each in sequence whenever you don't

Note: any previous backup codes you may have will no longer work.
e 1899209
e 81021
* 226261
e 142759
e 400875
e 493704
e 119657
e 750415
* 689472
* 430719

back

have access to your TOTP device. Generate fresh ones before you run out.
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(Q Filter output

GET https://a.totp.me:8443/0tps

GET https://a.totp.me:8443/0tps
* ReferenceError: Prototype is not defined
* PReferenceError: Ajax is not defined
* ReferenceError: Position is not defined

»

[HTTP/1.1 3082 Moved Temporarily 138ms]
[HTTP/1.1 260 0K 124ms]

scriptaculo.. :276

weblocks.js:57

dialog.js:2
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TOTP authentication is: active
change master secret
deactivate

backup codes

exit TOTP configuration se———lp

> Console

L3 Inspector | @ Debugger | [# style Editor | @ Profiler | = Network |
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GET https://a.totp.me:8443/0tps

(Q Filter output

[HTTP/1.1 3082 Moved Temporarily 116ms]
GET https://a.totp.me:8443/0tps

[HTTP/1.1 260 0K 1@6ms]
ReferenceError: Prototype is not defined scriptaculo.. :276
ReferenceError: Ajax is not defined weblocks.js:57
ReferenceError: Position is not defined dialog.js:2
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you are logged in as user2
change totp
logout
x 0o %K ) Console L3 Inspector | (@) Debugger | [# style Editor I @ Profiler | = Network | m ™
[. Net Iv”. Css I'”. s |v”.Se¢:urity|vH.I.ogglng|v” Clear l (QFilteroutput )
GET https://a.totp.me:8443/0tps [HTTP/1.1 382 Moved Temporarily 37ms]
GET http://192.168.56.102:30808/0tp response [Mixed Content] [HTTP/1.1 382 Moved Temporarily 165ms]
GET http://192.168.56.102:3808/loggedin [HTTP/1.1 384 Not Modified 1ms]
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http://192.168.56.102:3000/
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[Submlt Query )

) Console L3 Inspector I @) Debugger | [# style Editor | @ Profiler I = Network | m ™

[o wet || [® o5 [][® 5 || [®scamty || [@ tosama |<] | clewr | (< Fiter owoun )

GET http://192.168.56.102:30808/logout [HTTP/1.1 382 Moved Temporarily 1ms]
GET http://192.168.56.102:3000/ [HTTP/1.1 384 Not Modified ims]
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six digit TOTP code (or leave empty if TOTP is not enabled):
 sossor |

} continue ’
use backup code

M L3 Inspector | (@) Debugger | [# style Editor | @ Profiler | = Network | N ™

(o nec |-|[® o5 |-|[® 55 || [ secuy || [@tovama || clear | (= Fiter output
POST http://192.168.56.102:3008/login [HTTP/1.1 302 Moved Temporarily 167ms]
GET https://a.totp.me:8443/0tps [HTTP/1.1 280 0K 239ms]
* ReferenceError: Prototype is not defined scriptaculo.. :276
* ReferenceError: Ajax is not defined weblocks.js:57
* ReferenceError: Position is not defined dialog.js:2
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you are logged in as user2

change totp

logout
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) Console L3 Inspector | (@) Debugger | [# style Editor | @ Profiler | = Network | m ™

(e Nt | [[ecss o s || esearty || ©loggng | Clew | (& Fier outpur )
* ReferenceError: Ajax is not defined weblocks. js:147

POST https://a.totp.me:B8443/otps [HTTP/1.1 382 Moved Temporarily 49ms]
GET http://192.168.56.102:3008/0tp response [Mixed Content] [HTTP/1.1 382 Moved Temporarily 159ms]
GET http://192.168.56.102:3808/loggedin [HTTP/1.1 2080 OK 1ms]




